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COURSE TITLE: Incident Handling and Response

COURSE NUMBER: SEC 6060

MAJOR INSTRUCTIONAL OBJECTIVES:

Objective A:  Understand the concepts of Contingency Planning and it’s components.

A-1  Formulate a Contingency Plan for Organizational Readiness.

A-2  Apply the components of Contingency Planning that includes: Business Impact Analysis,
Incident Response, Disaster Recovery, Business Continuity, and Crisis Management.

Objective B:  The student will gain an understanding of Incident Response.

B-1 Identify the variables associated with preparation and organization of incident response
and tasks to implement.

B-2  Apply the mechanisms and plans the organization uses to detect an incident.

B-3 Devise a method to focus on response activities.

Objective C:  Understand Continuity Strategies for Disaster Recovery and Business
Continuity.
C-1  Synthesize the tasks used to formulate the disaster recovery team, develop plan, and
prepare for a disaster.
C-2  Apply real world scenarios to prepare for business continuity planning.
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